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1. Introduction

In recent years, with the emergence of an increasing number of well-established blockchain platforms along with
blockchain-based high-quality decentralized applications, blockchain technology has attracted considerable attention and
research interest [1,12,20,21,29,30,35,37]. Moreover, the significance of blockchain technology may be comparable to that of
the Internet in daily life, owing to its potential to facilitate secure transfer of valuable digital assets and trusted cooperation
in untrusted cyberspace without resorting to any third-party authority [11,37].

The term “blockchain” may refer to, but is not limited to, the following: (a) a specific data structure composed of a chain
of ordered data blocks secured by cryptography technologies, (b) a blockchain platform (e.g., Bitcoin [28] and Ethereum [43])
supporting trusted cryptocurrency transfer and smart contracts, or (c¢) a bundle of technologies constituting a blockchain
platform, such as a ledger and distributed consensus [29]. Blockchain was originally designed to securely transfer cryptocur-
rency, i.e., a type of digital currency, between anonymous users in a trusted decentralized manner without resorting to any
trusted third-party authority. Bitcoin is the first practical platform constructed on the basis of blockchain technology. In this
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sense, Bitcoin is widely believed to have initiated the era of blockchain 1.0, exemplifying the first-generation blockchain
technology at its best. With the rapid development of Bitcoin, the underlying blockchain technology has gained rapid ac-
ceptance globally. The onset of the second-generation blockchain technology was marked by the introduction of Ethereum.
While Bitcoin can support only built-in cryptocurrency and value transfer, Ethereum, as the first blockchain platform with a
built-in Turing-complete language, extends the functionalities of the blockchain platform to the maximum extent and makes
it possible to support nearly all types of decentralized applications.

As a promising technology with the potential for substantially changing the current Internet architecture, blockchain can
facilitate not only secure value transfer but also trusted cooperation between untrusted entities in a cyber-physical-social
(CPS) system [11,37]. In recent years, considerable effort has been devoted toward understanding blockchain technology,
improving it, and applying it to various scenarios. Previous studies have mainly focused on blockchain-based cryptocur-
rency [29], performance and security analysis [1,20], improvement of the blockchain platform [21], and various applications
[26,35]. As blockchain-based cryptocurrency is an attractive digital asset, many researchers have been focusing on it consid-
ering its rapid growth in terms of market capitalization. Narayanan et al. reviewed the history of blockchain and cryptocur-
rencies and provided a comprehensive introduction to Bitcoin [29]. Valfells and Egilsson studied how one could profit from
mining Bitcoin given limited electric power [41]. Blockchain is an enabling technology for future information infrastructure.
By means of blockchain technology, Pentland et al. launched the MIT Connection Science Research Initiative, which aims to
create an Internet of trusted data that provides secure access for everyone in an integrated CPS system [37]. In addition,
some effort has been devoted toward improving the current information infrastructure. For example, an information system
based on a decentralized DNS was established by Blockstack [6]. Castro et al. proposed a system based on a decentralized
public ledger to provide autonomous systems (ASs) with automatic methods to establish and verify connectivity agreements
[9]. Considering blockchain as an enabling technology of the digital society, Davidson et al. noted that blockchain tech-
nologies make trusted cooperation possible, which indeed boosts innovations [11]. Considering the potential of blockchain
technology as discussed above, it is of great importance to study the performance and security of the blockchain plat-
form itself [1,7,12,20]. In addition, blockchain technology has applications in data protection and data sovereignty. Cao et al.
[8] proposed a cloud-assisted e-Health system to prevent electronic health records (EHRs) from being illegally modified
by using blockchain technology, and they showed that the proposed system can provide a strong security guarantee with
high efficiency. Zhang et al. [44] proposed a blockchain-based fair online payment framework for outsourcing services in
cloud computing, and they showed the soundness, robust fairness, and efficiency of the framework. Li et al. [25] proposed a
blockchain-based architecture for secure distributed cloud storage, which outperforms traditional cloud storage architectures
in terms of the file loss rate and network transmission delay.

The above mentioned studies regarded the blockchain platform as a distributed system and investigated the system
performance and security. Note that the basic function of any blockchain platform is to securely conduct transactions that
are stored in the distributed ledger (i.e., the blockchain as a data structure). From the data science perspective, analysis of
the massive volume of big data in a blockchain can provide significant insights that could inspire researchers in many areas.
By combining the information from an advertising website called Backpage and the transaction data of Bitcoin, Portno et al.
proposed a method to identify human traffickers [38]. Tasca et al. tried to categorize Bitcoin addresses into some clusters
corresponding to real business entities and investigated the transaction behavior pattern in each business category on the
basis of observed transaction data for a period of seven years [40] by using the cluster detection technique proposed by
Doll et al. [13]. Garcia et al. ascribed the bubble of Bitcoin market capitalization to the complex feedback and interactions of
a socio-economic system [19]. Ron and Shamir investigated user behaviors of the Bitcoin transaction graph by using some
statistical methods [39].

Meanwhile, the transaction data of other blockchain platforms, of which Ethereum is perhaps the most popular example,
has not attracted much attention. As mentioned above, the Ethereum platform is considered an example of the second-
generation blockchain technology. Thus, it is of great importance to study the Ethereum platform from multiple perspec-
tives. In this paper, we focus on the transaction data recorded in the Ethereum blockchain. In particular, we investigate the
transaction relations between Ethereum users from the network science perspective. Network science, sometimes referred
to as the complex network theory, is regarded as a general modeling and analysis framework for studying the structural and
dynamical characteristics of many real complex systems [3,5,24,32,36].

The main contributions of this paper can be summarized as follows.

o The data of transactions recorded in the Ethereum blockchain are investigated from the network science perspective.
Some ubiquitous laws that govern the Ethereum transaction relationships are uncovered.

o Several critical transaction features, such as the transaction volume, outgoing or incoming transaction relation number,
and component size of the transaction network, exhibit a heavy-tailed property and can be approximated by the power
law distribution.

o The structure of the giant weakly connected component of the directed transaction network can be described by a so-
phisticated bow-tie schematic model. The topology shows negative assortativity, which means that the hubs tend to
connect with nodes with low degrees and that the topology does not exhibit the so-called “rich club” phenomenon with
respect to the connectivity pattern.

o The aforementioned statistical results are ubiquitous and irrelevant to the data sets.
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o The results of experiments and analyses conducted in this study provide implications for researchers whose interests lie
in cryptocurrency, cybersecurity, and other related areas.

The remainder of this paper is organized as follows. Section 2 provides a brief primer on the complex network theory
and network measurements used in this paper. Section 3 describes how we obtain up-to-date raw data of blocks from
the Ethereum blockchain and extract transactions from the raw data. In addition, the transaction relations are modeled
as a network, followed by statistical analyses of the Ethereum transaction network. Specifically, we obtain several network
measurements to gain insights into the statistical properties of the transaction network in the remainder of Section 3. Finally,
Section 4 concludes the paper.

2. Network measurements

In this section, we introduce several critical concepts and measurements of network science [32,42], which will be used
in this paper. A complex system composed of interconnected components can be modeled by means of the framework of
network science. With these measurements, we can statistically measure the structural characteristics of any network in a
quantitative manner. The terms “network” and “graph” are interchangeable in this paper. We introduce the definitions of
graphs and graph structures using linear algebra and graph theory. We also introduce the concepts and definitions of net-
work measurements such as degree, degree distributions, and assortativity. In addition, we specify how these measurements
are obtained. Finally, we present two common graph models and discuss how the models can properly fit real observational
data sets.

A network or a graph G can be described by G = (N, £), where the sets A" and £ denote the set of nodes (vertices) and
the set of links (edges), respectively. The graph G is composed of N nodes interconnected by L links. An example of a graph
with three nodes and two links can be specified as follows: N = {1,2,3} and £ = {(1,2), (1,3)}. A node can be referred
to by its rank i in the set A of nodes. Two nodes i and j are said to be adjacent or called neighbors if they are directly
connected by a link. Further, let N = |A| and L = |£| denote the cardinalities of the sets of nodes and links, respectively.

With linear algebra, it is more convenient to represent a network by an Nx N matrix A with elements a;;, which is
the so-called adjacency matrix. An undirected network can be represented by a symmetric adjacency matrix where all the
elements are either 1 or 0. Conversely, a directed network can be represented by an asymmetric adjacency matrix. For
an undirected network, the degree D; of node i is defined as the number of its directly connected neighbors. Specifically,
D; = 3;a; j. The degree distribution P[D = k] (or P(k) in short) is defined as the probability distribution of the nodal degree.
In other words, the distribution P[D = k] denotes the probability of a randomly selected node with k neighbors. For a graph
with finite size, the degree distribution P(k) can be calculated by

Z?Ll Ip,—k _ number of nodes with degree k (1)
N B number of all nodes '

P(k) =

where the indicator function 1x = 1 if the event X is true and 0 otherwise. For an undirected network with finite size, one
can calculate the average degree E[D] by
2L

E[D] = (k) =) " kP(k) = N (2)
k

One may want to determine how one type of node with degree k is connected to another type of node with degree k’,
which is called the degree correlation. Introducing the joint degree distribution (JDD) P(k, k') as a measurement is useful to
some extent. However, the measurement JDD is merely an indirect way to provide insights into the degree correlation. A di-
rect way to measure the degree correlation is by calculating the assortativity coefficient r of a graph [33], which summarizes
the JDD as a single scalar:

2
% Ze,v_]eﬁ DiDj - (Ze,;jeﬁ ﬁ(Di + Df))
.
10 e 3D+ D) = (L, o % (Di +Dj))

The assortativity coefficient r can be considered as a special type of the Randi¢ index, which is the most studied and most
frequently applied graph measure defined for quantifying the topological properties of graphs. Further details on the Randi¢
index and its applications can be found elsewhere [27].

For a directed network, we define the in-degree and out-degree of node i as Dy; and D, ;, respectively. The in-degree
and out-degree of the node represent the number of incoming links from its directed neighbors and the number of outgoing
links to its directed neighbors, respectively. Similarly to the degree distribution P[D = k|, one can define the out-degree
distribution and the in-degree distribution as Pout(k) and Pj,(k), respectively. For a specific network, one can compute the
in-degree and out-degree of node i as follows:

r=

(3)

N
Douti = i j, (4)
=1
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N
Dini = Y _ aj;. (5)
j=1
The corresponding degree distributions are defined as follows:
Y0y Ipy =k
Pour (k) = ==, 6)
Y5i1 1b,, -k
P (k) = == (7)

One can define a map W : £ — R such that each link is assigned a so-called weight. The weight as a measurement
typically denotes the strength of the connection between nodes. A typical directed weighted graph can be represented in
matrix form as follows:

0 0.5 0
A=1125 0 0.01
0 0.75 0

A path P;_, j between two nodes is defined as the ordered sequence of links between them, where two consecutive links
are connected to the same node and no repeated links exist. Node j is said to be reachable from node i if there exists
any path P;_, ;. The shortest path is defined as the path with the minimum sum of weights of the ordered link sequence
between the nodal pair concerned. The hopcount H;_, ; is defined as the cardinality of the link set of the shortest path. In
other words, the hopcount is the number of links between the nodal pair concerned. The average hopcount H is defined as
the mean value of the hopcount H;_, ;. The diameter of the graph is defined as the hopcount of the longest shortest path. As
graph is said to be connected only if there is at least one path for each nodal pair. A directed graph is said to be strongly
connected if and only if each node is reachable from the other nodes. Further, it is said to be weakly connected only if its
undirected counterpart is connected.

Erdos and Rényi [15] proposed a description of the topological structure of complex networks with the random graph
theory. Their ER random graph with Poisson degree distribution is the most attractive example. The connection between
any pair of nodes in the ER random graph is established with a constant probability factor p, and the corresponding degree
distribution is

BT N-1 k1 g \N-1-k —cck
R G ®

where the notation ¢ = (k) = pN is the average degree.

Intriguingly, it was later shown that the assumption that the nodes of all real-world networks are purely randomly wired
is not true. Many studies have shown that the degree distributions of a large number of real-world networks tend to hold a
heavy tail and can be approximated by the power law function as follows:

P(k) ~ k. (9)

Owing to the lack of a characteristic degree in the power law case when N— oo, this type of network is called a scale-
free network. Many technology networks, such as the AS-level Internet [18] and the World Wide Web (WWW) [4] have
been reported to follow the scale-free connectivity pattern. As shown by previous studies, the emergence of the power law
degree distribution can be ascribed to two simple principles of generating a network, i.e., the growth of a network and the
preferential attachment of a newborn link. The scale-free property is widely believed to reflect the vast diversity in complex
networks and can thus be regarded as a critical and ubiquitous law in nature [2].

We consider the subgraph structure of unweighted graphs. A subgraph of G is a graph formed from a subset of nodes
and links of G. In the random graph theory, an undirected graph is composed of a giant component and a number of finite
components, where each component is a subgraph of the entire network. The giant component is defined as the connected
subgraph with size scaling with O(N), while the finite components can be considered as small fragments not comparable to
the entire network with respect to the graph size. The distribution P(s) of component size as a macro-level measurement is
introduced to measure the topology of the entire network.

The graph structure of a directed graph is more complicated. It is necessary to introduce the concepts of weakly and
strongly connected components. A weakly connected component (WCC) is a connected subgraph such that its corresponding
undirected graph is connected. The giant weakly connected component (GWCC) is the maximum WCC (i.e., the one with max
cardinality). Hence, the GWCC of a directed graph is equivalent to the giant component of the corresponding undirected
graph if its size is of the order O(N). A strongly connected component (SCC) is defined as a subgraph such that there exist
both a path P;_,; and a path P;_, ; for each pair of nodes in the SCC.
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In this study, we aim to determine which distribution is the best for approximating the sampling data. Statistical fluctu-
ations are unavoidable. In statistics, a simple way to deal with the adverse effect of sampling fluctuations on the estimated
distribution is to use the complementary cumulative distribution function (CCDF) defined as follows:

P.(k) = /k O: P(ko)dko. (10)

Considering the power law distribution as an example, the relation between the distribution and its corresponding cumula-
tive distribution is

o0
P.(k) = / coky®dko = c1k=**1, (11)
ko=k

where ¢y and c; are normalized constants. Thus, the cumulative distribution of a power law distribution still follows a power
law form. The difference between them is no more than a constant exponential factor 1. The parameter estimation approach
described above, which is based on the cumulative distribution, is straightforward and easy to employ. Nevertheless, the
accuracy of this method is not satisfactory. By means of the maximum likelihood (ML) method and the Kolmogorov-Smirnov
(KS) statistic, Clauset et al. [10] proposed a novel technique to obtain accurate power law parameter estimates for the
observed data. In other words, the observations are consistent with the power law distribution model in which the best-fit
value for the power law exponent can be extracted using their technique. The maximum likelihood estimator (MLE) for the
continuous case and the discrete case are

- -1

m
X<
a=1+m In = , 12
; Xmin ( )
m o -1
S X
@~1+m ;lnximin—O.S , (13)

where @ is the estimated power law estimator, m denotes the number of observed data, x; denotes the observed value such
that x; > Xin, and X, is the lower limit on the power law behavior. The best choice for x;, is such that

min max Ry (x) — Fa (¥)], (14)
where P.; and P., denote the cumulative distribution functions (CDF) for the estimated distribution and the observed data
with a value of at least x,;,, respectively. Clauset et al. used the likelihood ratio test (LR test) for comparing different fit
models to the power law model with respect to the goodness of fit.

3. Data analysis

In this section, we first elaborate how we acquire the data, conduct preprocessing, and extract the relevant information.
In particular, we explain how to model the transaction relations between a wide variety of Ethereum accounts under the
framework of the complex network theory. Then, we conduct sets of experiments to study the statistical and structural
properties of the transaction network. Specifically, we obtain the aforementioned measurements of the transaction network.
The results enable us to gain more physical insights into the dynamics of Ethereum and understand how Ethereum works
as a blockchain-based system. Our work can inspire related researchers to further improve Ethereum in terms of its security,
performance, robustness, and many other aspects.

3.1. Data acquisition and preprocessing

Ethereum is widely known as a blockchain 2.0 platform that supports not only trusted cryptocurrency transfer but also
smart contracts. It comes with a built-in Turing-complete programming language, enabling users to create, deploy, and run
a wide variety of smart contracts. A transaction in Ethereum can indicate not only cryptocurrency transfer but also the
execution of decentralized smart contracts. An Ethereum transaction is a signed data package targeted at a recipient. As
shown in Fig. 1, the transaction typically consists of the nonce field of the signer’s account, the address of the recipient,
the Ethereum coin units (termed as “ether”) to be transferred, an extra data field for contract execution, the signature, and
some other useful fields. The nonce field indicates the total count of transactions already executed by this account. One can
determine the sender’s address from the signature field. In this paper, we focus on three critical fields of the transaction,
namely the address of the sender, the address of the recipient, and the units of transferred cryptocurrency. These three
fields describe how many cryptocurrency units flow in the Ethereum network from the sender to the receiver.

As with other blockchain-based cryptocurrency, the data of Ethereum transactions are recorded in the blockchain, which
is composed of a series of linked data blocks. Each data block includes a number of transactions and some other information.
Thus far, the entire Ethereum blockchain contains more than 5 million blocks, equivalent to 300 Gigabytes. Further statistics
can be found elsewhere https://www.etherchain.org. To get the details of transactions of the Ethereum network, we set up
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Fig. 1. Schematic illustration of the data structure of the Ethereum blockchain.

the Ethereum client “Geth” [16] in the full mode and synchronize it with the main network. We collect the raw data of all
up-to-date blocks and then parse all transactions from these blocks with a script written in Python with the web3 interface
provided by Ethereum [17].

For comparison, we select two data sets for analysis. Data set [ contains 100 thousands blocks with serial numbers from
200000 to 300000, and more than 680,000 transactions. Data set II contains 610,000 transactions extracted from blocks
having serial numbers from 3000000 to 3200000. The former data set represents the early stage of Ethereum, while the
latter represents the up-to-date development. We describe each transaction by a vector (i, j, a;;), which means that a;; units
of Ethereum coins are transferred from address i to address j. Then, we can model the transaction relations by the directed
weighted network, where node i represents address i. The link weight is the sum of the transferred units of Ethereum coins
during the sampled time period. In the following, we start our investigation with an undirected or unweighted counterpart
of a directed weighted network, as some measurements are well defined only for an undirected or unweighted graph.

Fig. 2 shows different types of graph representations of the transaction relations. The nodal label represents the address
of an Ethereum account, while the weight of a link denotes the units of transferred Ethereum coins. The Ethereum address
is usually denoted by a number in hexadecimal format. However, for readability, we denote the address in decimal format,
as shown in Fig. 2. Here, we omit the temporal information of a transaction, i.e., when the transaction is carried out. Instead,
we focus on the time-average topology. In other words, the topology concerned is considered static rather than temporal.
Eventually, we get the network representation of the transaction relation over the sampling period. Fig. 3 shows the topology
of the transaction network for data set I.

3.2. Component structure of undirected unweighted graph

We start with the simplest modeling method in order to quickly get an overview of the topology formed by the trans-
actions during the sampling period. Specifically, we treat the transaction relations extracted from the sampling data as an
undirected unweighted network and investigate the sizes of the undirected components. The undirected unweighted net-
work is composed of N = 5007 nodes and L = 8517 links for data set [, while it is composed of N = 300914 and L = 342012
for data set Il. The component structure analyses provide an overview of the entire network and show remarkable similarity
for two data sets. Specifically, the component structure analyses demonstrate that the network as a whole is composed of
a giant component and a number of finite components. As defined above, the giant component is the largest connected
subgraph scaled with O(N), while the finite components are small fragments. The component size distribution of the entire
network is also calculated. The fact that more than 80% of the nodes are reachable from one another by following incoming
or outgoing directed links implies that most nodes are weakly connected in the directed graph. If one tracks the transaction
relation forward or backward, the transaction network is well connected. The history of all transactions is well recorded
in the blockchain, which makes it possible to trace and audit the transaction features. The well auditable property of the
Ethereum platform contributes toward establishing a public blockchain-based economic system with high-level security.

Remarkably, the distribution of the finite component size exhibits a heavy-tailed property and can be approximated
by the power law model. The experimental results are shown in the log —log plots in Fig. 4, where the inner graphs are
the cumulative distributions. The scattered markers denote the experimental results while the straight dashed line denotes
the fit model. The circle located in the bottom right corner represents the giant component, while the others denote the
finite components. We investigate the finite components by omitting the giant component. Notably, the end segment of
the component size distribution deviates from the “pure” power law, indicating that the finite components with large size
have a tail heavier than the pure power law and may follow a different distribution. As the large-size finite components
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(a) Directed Weighted Graph Representation
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(b) Directed Unweighted Graph Representation
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(c) Undirected Unweighted Graph Representation
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Fig. 2. Graph (network) representation of the transaction relation between different Ethereum addresses: (a) directed weighted graph, (b) directed un-
weighted graph, and (c) undirected unweighted graph.

constitute only a small portion of all finite components, the power law model is still a good fit to the entire observations.
In summary, the finite component size exhibits the power law pattern, although the exponent is a time variant.

The random graph theory [31] can be adopted to theoretically interpret the finite component size distribution of the
transaction network. However, the empirical evidence that we have obtained implies that the random graph framework
might not be suitable for modeling the Ethereum transaction network. The reason is that the finite component size distri-
butions of random graphs [34] tend not to follow the power law form and do not have a heavy tail as reported in [31]. By
contrast, the finite component size distribution of the transaction network has a tail that is much heavier than the power
law.

3.3. Bow-tie structure of directed unweighted graph

The analysis of the undirected graph provides some insights into the overall topological structure of the transaction
network. Specifically, there is a giant connected component that consists of more than 80% of the nodal set. To obtain
additional details of the topology, we further focus on the directed unweighted graph of the transaction relations and try to
study the component structure. In the case of the directed graph, the component structure becomes complicated compared
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Fig. 3. Pictorial representation of the transaction network topology for data set I.

with its undirected counterpart. One may wonder whether there exists some pattern in the topology and whether this
pattern is stable with respect to the data set.

We find that the component structure follows a bow-tie-like pattern. Fig. 5 shows a schematic illustration of the bow-tie
structure of the directed unweighted transaction network concerned. The network is composed of a GWCC and some finite
components. Actually, the GWCC of the directed network is indeed the giant component of its undirected counterpart. In the
GWCC of the directed network, one can identify the SCC that can be considered as the core. As defined previously, the SCC
is the maximal subgraph such that there exist both a path P;_, ; and a path P;_,; for each pair of nodes in SCC. Furthermore,
we find that there are some other types of components surrounding the core, i.e., the in-component, the out-component,
the tube component (TUBE), and the tendrils. The in-component (IN) and the out-component (OUT) are the sets of nodes
reachable to and from the SCC, respectively. Another intriguing component is the tube component, which can be regarded as
bridges from the IN component to the OUT component. The remaining nodes belong to either the tendrils or the fragments
disconnected from the GWCC.

There are several algorithms for calculating the SCC set. After identifying the SCC set, other sets can be found by graph
search algorithms such as BFS (breath first search) along with some inferences. For example, we can start by determining
the IN set. A node i belonging to the IN set is such that any node in SCC is reachable from i, as the nodes in SCC are defined
to be reachable only from the nodes in the IN set. A node is in the IN + SCC set if it can reach any node in the OUT set. Thus,
having already found the nodes in SCC, we can identify nodes in IN and OUT. Eventually, we can subtract the IN, OUT, and
SCC sets from the GWCC set to get the tendrils, where the GWCC is solved by identifying the giant connected component in
the transaction network regarded as an undirected graph.

For the data sets concerned, the measurements of the directed unweighted transaction network are calculated and stated
in the following. For data set I, the network is composed of N = 5007 nodes and L = 8710 directed links. The GWCC consists
of the SCC (898 nodes), the IN component (1766 nodes), the OUT component (1326 nodes), the TUBE (21 nodes), and a
number of tendrils (725 nodes). For data set II, the network is composed of N = 300914 nodes and L = 342012 directed
links. The GWCC consists of the SCC (6865 nodes), the IN component (47447 nodes), the OUT component (38218 nodes),
the TUBE (16091 nodes), and a number of tendrils (78212 nodes). The remainder constitutes the other nodes in GWCC and
fragments disconnected from GWCC. The experimental results indicate that the GWCC follows a bow-tie structure with a
tightly large IN component and a narrow tunnel between the IN and OUT components.

3.4. Degree distribution and connectivity pattern

We investigate the distributions of the out-degree and the in-degree by running experiments on both the data sets
concerned. The in-degree and the out-degree correspond to the numbers of incoming and outgoing transactions, respectively.
The degree distributions give us a macro-scale view of the transaction relations. If most users tend to transfer the Ethereum
coins to a specific number of “close friends”, the observations over nodal degrees can be approximated by the Poisson model.
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Component size distribution (data set I)
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Fig. 4. Component size distributions P(s) of the undirected graph for data set I and data set II. The inner graphs are the complementary cumulative
distributions.
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Out-degree distribution of transaction network (data set I)
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Fig. 6. Transaction networks in different time periods show similarity in out-degree distributions Poy(k). The inner graphs represent the complementary
cumulative degree distributions.

The experimental results are shown in Figs. 6 and 7. The observations, cumulative distributions, and corresponding fits
are illustrated. In all the log-log plots, the power law model provides a reasonable fit to observations in the sense of statis-
tics, although the ranges of the x-axis vary. In the following, we consider the in-degree distributions as an example. The
in-degree distributions exhibit a power law, although the exponent is different over different data sets. Note that the end
segment (i.e., the tail) of the observations deviates from the pure power law. This bias shows a tail that is heavier than
the pure power law and is likely to follow a different distribution. Nevertheless, the power law model is a good fit to the
observations, as the number of nodes with large degrees is relatively small and does not affect the fit significantly. Further
investigation is required to better understand the in-degree distribution with complex patterns. The LR tests show that the
pure power law is superior to the exponential, log-normal, and truncated power laws, suggesting an extremely heavy tail.
It might be approximated by a piecewise power law or a combination of the power law and some other distribution, as
suggested by the convexity of the deviation. We suspect that this anomalous turnover in the distribution may result from
cryptocurrency exchanges. Specifically, we assume that the initial segment of the distribution denotes private cryptocurrency
users while the end segment denotes influential cryptocurrency exchanges and investors.

In summary, we can say that the distributions of the in-degree and out-degree share the same pattern. Both these distri-
butions can be approximated by the power law model, albeit with different exponents. Furthermore, the degree distributions
show noticeable similarity for the two data sets, suggesting that the power law is a time-invariant connectivity pattern. It
is reasonable to consider that there exists a type of structural similarity between networks extracted from distinct data sets
with respect to the degree distribution. Actually, the degree distribution as a measurement is only one way to measure the
similarity of two networks. Many other methods can be used to measure the similarity of two networks [14]. Moreover, the
distributions exhibit a tail heavier than common heavy-tailed functions such as the log-normal and the power law functions.
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In-degree distribution of transaction network (data set I)
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Meanwhile, the network with the power law degree distribution is reported to be extremely vulnerable to intentional
attacks. Once the hubs, i.e., the nodes with high degrees, are controlled or damaged, the entire network will crash. The
power law connectivity pattern is unsatisfactory in the sense that it ruins the design philosophy of the public blockchain
platform. The design philosophy of public blockchains such as Ethereum and Bitcoin is decentralization. The endeavor to
build a free, decentralized system is ruined by the appearance of trading centers and mining pools, which tend to have
stronger connectivity than others.

The assortativity coefficient r is also calculated for the data sets concerned. The results are r = —0.3525 and r = —0.2122,
respectively. A negative value of assortativity indicates negative degree correlation. Specifically, nodes with large degrees
tend to trade with nodes with small degrees. Although there exist many cryptocurrency exchanges, indicating some kind of
centralized tendency, the transaction network tends not to exhibit the “rich club” phenomenon.

3.5. Diameter and shortest path for undirected graphs

The average hopcount (i.e., average shortest path length for undirected graphs) and the diameter are (3.64, 12) and (5.41,
134) for the two data sets concerned. This indicates that the transaction network is the so called small-world network with
H ~ InN, although the diameter increases at a faster rate. The typical distance between any pair of anonymous users is
extremely small and the ether paid by one node may return at a relatively high speed. In other words, the relatively low
average shortest path indicates that the circulation period might be small. As a result, the Ethereum cryptocurrency has
good liquidity. We suspect that this is because of the systematic design philosophy of restricted money supply of public
blockchain platforms such as Bitcoin and Ethereum. The rate of supplying newborn “money” in these blockchain platforms
is designed to decline. It is widely believed that this might result in the so-called deflation as well as the collapse of
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Transaction volume distribution (data set I)
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cryptocurrency as “money”. The existence of numerous exchanges also contributes to the liquidity, although this leads to
centralization to some extent.

3.6. Transaction volume

The study of the transaction volume refers to the distribution of the transferred units of trading coins (i.e., the ethers).
In other words, we focus on the link weight distribution of the weighted network and try to identify some time-invariant
properties of the transactions. The transaction volume distributions as well as the fit models for both data sets concerned
are shown in Fig. 8. The transaction volume distributions for the data sets concerned can be approximated by the power
law distribution. The LR test results show that the power law model is superior to the exponential model but inferior to the
log-normal and cut-off power law models. Thus, it seems reasonable to consider that there exists moderate support for the
power law model with a cut-off as a good fit for the link weight distribution of the weighted network.

What we have found above visually shows the vast diversity of the transaction volume, which means that most of the
users have limited incomings while a small population involves a large amount of digital money transferred. The power law
distribution with a cut-off indicates a noticeable inequality between the users of the Ethereum coins to some extent. Note
that small payments constitute the majority of the transactions. This may imply that Ethereum is a type of the so-called
micro-payment system. Meanwhile, the energy cost for a small payment is equivalent to that for a large amount. As a result,
the energy consumption for making a deal is relatively high for public blockchain systems such as Ethereum and Bitcoin. In
this sense, Ethereum, as an international payment system, might not be comparable with centralized payment systems such
as Visa and PayPal with respect to energy savings.



70 D. Guo, J. Dong and K. Wang/ Information Sciences 492 (2019) 58-71
4. Conclusion and open issues

To the best of our knowledge, this study is the first to investigate the data of transactions recorded in the Ethereum
blockchain and probe the statistical laws of the data from the perspective of network science. By means of the framework of
network science, the transaction relations between different user accounts were regarded as a graph. Some critical network
measurements were introduced to measure the statistical properties of the graph, which provided physical insights into
the transaction relations. We found that several transaction features, such as the transaction volume, transaction relation,
and component structure of the graph, exhibit the same heavy-tail property and can be approximated statistically by the
power law function. Although the tail is heavier than the “pure” power law, it still provides a good fit to the data set as a
whole. Notably, we found that the transaction relations follow a bow-tie structure if they are regarded as a directed graph.
Moreover, there is no “rich club” phenomenon in the transaction relations, implying that the popular hubs tend to connect
to a large number of common users. We believe that the above-mentioned statistics can be ascribed to the vast diversity in
transactions and the existence of a number of cryptocurrency exchanges.

Directions for future work include inferring the statistical properties of the entire history data, investigating the tempo-
ral property of the transaction network [22], and gaining a better understanding of the complex interaction between the
transaction network and the social network [23]. Specifically, our further research will focus on the temporal properties
of transactions as well as applications for improving the security and performance of the blockchain. Understanding the
working of the socio-economic network consisting of human beings and cryptocurrency platforms may provide us with a
better understanding of blockchain economics. Moreover, we will provide the structural Ethereum data extracted using our
developed program as well as the Python code to the public.
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