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ABSTRACT

With the development of the Internet of
Things, a complex CPS system has emerged and
is becoming a promising information infrastruc-
ture. In the CPS system, the loss of control over
user data has become a very serious challenge,
making it difficult to protect privacy, boost innova-
tion, and guarantee data sovereignty. In this arti-
cle, we propose HyperNet, a novel decentralized
trusted computing and networking paradigm, to
meet the challenge of loss of control over data.
HyperNet is composed of the intelligent PDC,
which is considered as the digital clone of a
human individual; the decentralized trusted con-
nection between any entities based on blockchain
as well as smart contract; and the UDI platform,
enabling secure digital object management and
an identifier-driven routing mechanism. HyperNet
has the capability of protecting data sovereign-
ty, and has the potential to transform the current
communication-based information system to the
future data-oriented information society.

INTRODUCTION

The Internet of Things (loT) conducts the integra-
tion of cyber, physical, and social (CPS) systems
[11, which accelerates the transformation from
the Internet to an information society. Howev-
er, the coupling of user data and applications in
current service mechanisms has introduced many
challenges in data protection and application
innovation [2]. Specifically, users have to move
data to service providers in exchange for services
and applications. Service providers, featuring
high concentrations of computation and storage
resources, treat the management of these data as
their own business and prevent data sharing with
any other entities. In this case, users have totally
lost control over their data, which leads to several
critical problems, summarized as follows.

RISK IN PRIVACY PRESERVATION

The coupling of data and applications means that
data has to be provided to applications of vari-
ous service providers. One service provider could
exchange privacy data it holds with another ser-
vice provider for the purpose of business without
notifying the user. Unfortunately, as pointed out
by de Montjoye from MIT Media Lab [3], the user
can do nothing to prevent data leakage because
of the separation of data ownership and manage-
ment. In addition, the user may lose confidence in

the adoption of Internet services for fear of priva-
cy leakage.

HAMPERING INNOVATIONS

Internet giants monopolize a vast majority of the
service provisioning market share. These giants
have privilege to collect user data and hold data
exclusively. As a result, they have definite advan-
tages over new businesses, which depend on data
mining to provide better services. This fact creates
a technological barrier for new entrants without
data, which leads to high technological innovation
cost.

CHALLENGE IN GOVERNMENT CAPABILITY

Confronted with data monopolization, the gov-
ernment cannot play its part in tackling many
social affairs such as protecting the data sover-
eignty of citizens. Also, it is hard for the govern-
ment to conduct the data-driven decision making.
In contrast, those giants could provide some pub-
lic services that should be offered by the govern-
ment and thus hold increasing influence on social
affairs. Recent examples are Apple’s refusal to
unlock the iPhone of a suspect for the FBI and
Alibaba’s credit score applicable for a Japanese
visa application.

The history of information technology indi-
cates that substantial innovation is usually boosted
by breaking the bottleneck of closed systems. Let
us have a look back into the history of informa-
tion technology, as shown in Fig. 1. In the 1970s,
the emergence of the PC composed of stan-
dardized components decoupled the hardware
and software components of the computer. This
ended the monopoly of the mainframe comput-
er (e.g., IBM360) on the computer market. The
introduction of the concept of software-defined
networking (SDN) decouples the data plane and
the control plane of the Internet. Thus, the inte-
grated and closed networking system is separated
by SDN into an open system of loosely interde-
pendent components in which innovations are
made simultaneously at different levels. In a CPS
system, it is expected that a novel technology
will be proposed to deal with the data monopo-
lization. Unfortunately, it is difficult for the con-
temporary computing and networking paradigms
such as cloud computing to tackle data monop-
olization. These paradigms usually rely heavily on
data centers that hold huge storage and compu-
tation capabilities and provide services to enti-
ties in a centralized way [4]. Consequently, the

The authors are with Tsinghua University.

0890-8044/18/$25.00 © 2018 IEEE

|EEE Network - January/February 2018



Era of the computer

IBM360: huge, composed of various
non-standardized components

i

PC: micro, composed of
standardized components

PC breaking the black box
mainframe computer

Decoupling of hardware and software:

Era of the Internet

Milli(zr(]) (Ijiges of )))))))

5400 RFCs.
500 M gates. Open API
10 GB memory ||] Control Contral
planeA || planeB
— Open APl —

Commercial
switching fabric
chip

Clsco/Huawel/Jumper

= |
=i
| —l
S

Integrated network
device: black box and
closed system

Open system boosting
fast innovations

Decoupling of data plane and control plane:
SDN breaking the black box of the Internet

Era of loT and big data

High concentration
of computation and
storage resources

Cloud Decentralized
trusted
I"] computing and
networking

Data | Services paradigm

"@

loT deV|ces

Decoupling of data and application:
some technology breaking the
black box of monopolized control
over data

1971

2012

Today

Intel 4004 CPU

VMware to acquire Nicira

v

FIGURET. A history of information technology.

loss of control over data is inevitable. However,
the rapid development of edge computing [5, 6],
mobile crowdsourcing [71, and blockchain implies
a return of the decentralized computing and net-
working paradigm, which inspires a novel para-
digm to tackle data monopolization in the CPS
system.

In this article, we propose a novel decentral-
ized trusted computing and networking paradigm,
named the hyperconnected network (HyperNet),
to guarantee data sovereignty and to achieve
trusted connections within the untrusted network-
ing environment. The rest of this article is orga-
nized as follows. The following section elaborates
the architecture of HyperNet in detail and pres-
ents a typical use scenario. The final section con-
cludes our work and illustrates some open issues
for future study.

HYPPERCONNECTED NETWORK

The design philosophy behind HyperNet is the
transformation from the contemporary commu-
nication-based Internet to the future computa-
tion-storage-centric information infrastructure.
Specifically, the Internet features the end-to-end
principle where service providers and users reside
in the end nodes of the network with intermedi-
ary nodes such as routers playing a key role. The
Internet, designed according to this principle, is
capable of efficiently sharing data while causing
the coupling of data and applications. In contrast,
HyperNet is a data-oriented architecture, featur-
ing the private data center (PDC) as the basic
networking element, interactions between PDCs
following smart contracts, and secure data object
management enabled by the universal data object
identifier (UDI) platform.

Previous research reported that a new archi-

tecture could survive only if it provides different
functionality than the incumbent [8]. Thus, Hyper-
Net tends to succeed in surviving because of the
exclusive functionalities (e.g., trusted connection)
it provides that are different from the Internet.
Since HyperNet provides more general services
such as PDC and UDI, the center of the protocol
stack of the future information infrastructure will
move from the networking layer to a higher level,
according to the viewpoint of previous research
[8]. In other words, HyperNet has the potential
to become the center of the future information
infrastructure.

SYSTEM ARCHITECTURE

Recent advances in computing and networking
technologies enable a fundamental transforma-
tion of information infrastructure from Internet to
HyperNet, as shown in Fig. 2. Specifically, Hyper-
Net is a computation- and storage-centric architec-
ture, while the Internet is a communication-centric
architecture. The PDC, featuring control over
user data and concentration of computation and
storage resources, becomes the basic element of
HyperNet architecture. Any kind of interaction
between PDCs is forced to follow certain agreed
rules indicated by a smart contract to achieve
trusted connection. The management and routing
of data object are conducted by the UDL.
As shown in Fig. 2, HyperNet is composed of
the following components:
+ The intelligent PDC
« The decentralized trusted connection
between any entities based on blockchain
[9] as well as smart contract [10, 11]
+ The UDI platform
As a novel computing and networking paradigm,
HyperNet has the capability of protecting data
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sovereignty and building up the future information
infrastructure for CPS systems. The introduction of
the PDC gives users control over their data. Users
are capable of choosing which applications use
their data instead of totally giving up data control
to service providers. Interactions between PDCs
or PDCs and service providers operate follow-
ing the rules negotiated and regulated by smart
contracts. Since the interaction process record-
ed in blockchain is auditable and unchangeable,
any data abuse or leakage is not likely to happen.
The UDI platform is aimed at storing, indexing,
and routing data objects in a decentralized trust-
ed way. This helps to decouple data from appli-
cations. To sum up, HyperNet enables not only
the control over data in PDCs but also the data
sharing between entities in the CPS system. Also,
HyperNet is a computing paradigm that is not
only compatible with current applications in the
Internet but also capable of running well designed
applications in PDCs.

MAJOR COMPONENTS

The functional components of HyperNet will be
elaborated in detail in this subsection.

Private Data Center: The PDC, which is
among the most important components of the
HyperNet, can be considered as the container for
the digital clone of a human individual in the real
world. A PDC safely stores all the data of informa-

tion (e.g., personal biological features, social rela-
tionships, network activities) on every HyperNet
user, and provides a secure environment where
applications can run under effective supervision
and intelligent operation support.

Different from the current data usage model of
the Internet, a PDC has its own key individual fea-
tures. On one hand, data is the private property
of its HyperNet user and stored in the user’s own
PDC rather than on application servers. A PDC
acts as an intelligent private data coffer, where
data can be stored in its secure zone or its free
zone, facilitating users to protect and have control
over their data while sharing some data freely.
Requesting data within a PDC is controlled by
access control strategies of the PDC owner with
the help of SDN technology; meanwhile, usage
of data is supervised by the artificial intelligence
(Al) component to enable smart services as well
as automatic operation support. On the other
hand, compared to the current service model of
the Internet, where applications isolate their users’
data, the data of every HyperNet user is decou-
pled from its application, which enables users to
share their data selectively and seamlessly with
any set of applications or any set of other users,
without constraints from application providers.
In other words, with the help of a PDC, every
HyperNet user can freely choose which appli-
cations access data or which users interact with
data, and easily monitor the behavior of every
running application inside.

The typical structure of a PDC, shown in Fig.
3, is elaborated as follows. The Al component,
which integrates knowledge computing and the
intelligent operation support system (OSS), is
responsible for governing and organizing func-
tional components of a PDC to run as a whole.
Specifically, the Al component can act as a virtual
personal assistant, aiming to create an accurate
user profile and performing promising services.
In other words, the Al component acts as the
brain of the PDC, which helps to not only make
high-level decisions in response to complicated
actions regulated by smart contracts, but also
transform the high-level logics of the decisions
into network-level rules used by SDN compo-
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nents. Following the corresponding rules, the app
sandbox component creates a virtual environ-
ment with high security to prevent potential mali-
cious application behavior. Apps are decoupled
from raw data in the sense that they run on the
virtual environment and can only interact with the
ontology-based data storage and management
component. In other words, the data of every
HyperNet user is decoupled from applications
and stored physically within the corresponding
PDC, which enables the PDC owners in charge
of the data sovereignty as data cannot be shared
unless the owner of the PDC allows it. The ontol-
ogy-based data storage and management compo-
nent implements a network of concepts derived
from raw data and provides rich information at
the conceptual level to the Al component to help
make decisions. Perhaps more importantly, the
ontology-based data storage and management
component exchanges data and value with the
sandbox component. In this sense, a PDC not
only implements a privacy preserving mechanism,
but also constitutes the basic element of the net-
work of value. Data flow going outside a PDC will
be recorded by the trusted blockchain ledger. The
network-level actions of a data flow are regulated
by an SDN switch following rules from an SDN
controller. A PDC can be accessed by typical I/0O
clients (e.g., PC, smartphone, tablet) of its owner,
which makes it possible for HyperNet users to
access their own PDCs anytime and anywhere. In
addition, requests from outside of the PDC should
be controlled by SDN rules, which are produced
by compiling the corresponding smart contract
between PDCs.

Trusted Connection: Trusted connection aims
to guarantee consistent and credible behaviors
among users, institutions, and even infrastructures.
Considering the expressivity, universality, and flexi-
bility of a smart contract, it can be used as the first
citizen in the context of trusted connection. All
the behaviors among different entities are derived
and constrained by contracts. Instead of putting
effort into the underlying design of control logics,
entities can just focus on their contracts with oth-
ers. For example, interactions between PDCs are
well controlled via a trusted connection mecha-
nism that benefits from contract-driven style and
SDN capabilities. As shown in Fig. 4, regulations
on all the interactions between PDCs are pre-
defined in the form of smart contracts. The smart
contracts are recorded in blockchains for the pur-
pose of credibility and traceability. A PDC control-
ler (PDCC) hooks onto the chain to supervise the
states of the smart contracts and generate policies
according to them. Besides, the SDN is leveraged
to have a global view of multi-domain networks,
including link states and traffic conditions. Policy
enforcement can be done either in the devices
on the path or in the ingress routers (i.e., source
routing style). When one PDC is ready to share its
data, it first makes a request to the PDCC. Once
the PDCC receives the request, which triggers
predefined conditions, it will enforce the precom-
piled policies.

With the help of the mechanisms described
above, HyperNet achieves trusted connection,
where user data can be used in a more secure
and fine-grained way.

Decentralized Digital Object Routing: In the
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FIGURE 4. Trusted connection between PDCs.

CPS system, there are many data-related critical
issues. How to identify a specific piece of data is
the most important one. Specifically, an identity
system capable of identifying the source, the ver-
sion, the ownership, and many other attributes of
data is essential. Only if an efficient and secure
data object identity system is proposed first is it
possible to manage and exchange data objects
between different entities. The second critical
issue is to propose a universal data management
system that can be extended at a low cost. The
last issue is how to prevent data leakage while
supporting free data sharing for academic or com-
mercial purposes.

The UDI technique is essential to the digital
object management and routing mechanism. A
UDI technique such as Handle System [12] is
aimed at assigning, managing, and resolving per-
sistent identifiers for data objects. The identifier
of a data object is associated with some pieces of
meta-data. A piece of meta-data usually includes
attributes such as the index, the type, and the
payload. For example, the attribute of type could
be “Location” such as Uniform Resource Locator
(URL). The attribute of payload stores the URL
address of the corresponding piece of data. Dis-
tinct from the changeable and unreliable URL,
UDI uses a persistent digital object identifier and
provides a permanent identification mechanism to
identify and manage a digital object. Moreover,
UDI provides users with the metadata associated
with digital objects and the relationships between
objects. UDI is usually implemented in a central-
ized way like DNS [12]. By means of blockchain
technology, it is possible to implement a decen-
tralized UDI platform. This platform could assign,
manage, and resolve persistent identifiers for any
digital objects in a decentralized way.

As shown in Fig. 5, the decentralized UDI plat-
form allocates identifiers to data objects of a CPS
system and manages the data object in a univer-
sal way. The decentralized UDI platform helps to
build up an ID-driven network where the resolu-
tion and the routing are based on identifier rather
than on conventional IP address. Besides, an evo-
lutionary secure system, acting as a trusted com-
puting environment, is proposed, where data from
outside PDCs can be securely used for commer-
cial or academic purposes. A blockchain-based
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Our future research will focus on the collaborative mechanisms between different kinds of blockchains

to improve the performance of HyperNet. For example, replacing public blockchains by consortium
blockchains helps lower interaction delay.

digital signature system such as keyless signa-
ture infrastructure (KSI) [13] is introduced in the
architecture to help the UDI platform construct
a highly efficient decentralized authentication
mechanism for protecting the integrity of digital
data. According to the UDI of data, it is possible
to efficiently collect the set of data requested by
an application. Then each piece of data from this
requested set will be located from the source enti-
ty and sent to the application in the evolutionary
secure system. Finally, the new data generated by
the application will be identified by the UDI plat-
form and given back to the source entity.

There are advantages of decentralized digi-
tal object management and routing. User data is
managed in a decentralized way, which means
no service provider can control data. Only if the
service provider is entitled to control over a piece
of data of a user could it use the piece of data.
The usage process is carried out under the corre-
sponding smart contract. Thus, the abuse of data
or data leakage is not likely to happen.

USE SCENARIO

HyperNet will enable a great number of applica-
tions. In this subsection, we take the social com-
munication application as an example.

As shown in Fig. 6, if Alice wants to invite Bob
to have dinner at 18:00 on September 15, 2017,
she may access her PDC via an I/O client (e.g.,
mobile phone), write this message in her PDC,
and then send it to Bob via email.

When Bob’s PDC receives Alice’s email, it
analyzes the invitation information in this email
and then decomposes it into several types of data
(e.g., time, address, event, relationship). After
that, the Al component within Bob’s PDC starts

management and UDI-driven data object routing.

to exploit the data to deduce some further infor-
mation that may be helpful to Bob. For example,
based on the data exploited from Alice’s email, Al
in Bob’s PDC may give an actual picture of the
dinner place to Bob, suggestions for Bob on when
and how to get to a dinner address, and some
more attractive suggestions such as the dressing
style depending on the dinner occasion. The infor-
mation from both Alice’s email and the Al sug-
gestions will be integrated to a new data, named
“Dinner Event” stored in Bob’s PDC, and then
push this data to Bob’s I/O client to notify Bob
of this event. Since the data in the PDC is decou-
pled from applications, the data can be pushed to
Bob’s client in various ways. For example, it can
be carried by a WeChat message, or an email, or
any other applications that can show this event.

The “Dinner Event” data can be sent from Bob
to different HyperNet users according to different
smart contracts between them, via an SDN con-
trolled networking environment. Different smart
contracts of HyperNet users can be negotiated in
advance based on different rules. For example, if
the smart contracts between Bob and others are
based on the strength of social relationships, the
data shared to the PDC of Bob’s wife may include
everything of the “Dinner Event” (e.g., the dinner
time, dinner address, dinner topic, the relationship
between Bob and Alice, the time when Bob is
coming home), while the data shared to the PDC
of Bob’s driver may only include the dinner time
and dinner address. In addition, if Bob wants to
post this dinner event to a public cloud (e.g., his
Facebook), the only data he needs to share may
be a picture of the dinner place.

ConcLusion AND OPEN ISSUES

In order to meet the challenge of the loss of con-
trol over data, we propose a novel decentralized
trusted computing and networking paradigm,
named HyperNet, to guarantee data control by
users themselves instead of application providers,
and achieve an information society where trust-
ed connections can be enabled within untrusted
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networking environments. The major components
of HyperNet include the intelligent PDC, which
is considered as the digital clone of a human
individual, the trusted connection between any
entities based on blockchain and smart contracts,
and the secure universal digital object manage-
ment and routing platform. HyperNet has many
advantages that help change not only the com-
puting paradigm in the era of loT but also the
future network architecture substantially. In the
HyperNet framework, users are entitled to control
their data located in the related PDC where data
is decoupled from applications. Any interaction
process between PDCs follows rules regulated by
smart contracts. This means that a service provid-
er cannot use the data for any purpose irrelevant
to providing the promised services. Furthermore,
HyperNet helps to build up a UDI-driven network
that is capable of indexing and routing data in a
universal way.

Our future research will focus on the col-
laborative mechanisms between different kinds
of blockchains to improve the performance of
HyperNet. For example, replacing public block-
chains by consortium blockchains helps lower
interaction delay.
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